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Administrivia
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• Assignment 3 

• Due Today 

• Deploying and modifying a simple web app 

• Sign up for GitHub Classroom right now!!!! 

• SDE Project Part 1 

• Due today! 

• Two parts: 

• Team Contract 

• Initial Project Backlog 

• Lecture Recordings 

• Will be posted today!



Software QA: Static & Dynamic Analysis
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Dynamic Analysis
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Android Memory Profiler
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https://developer.android.com/studio/profile/memory-profiler



Pycharm Debugger

6 https://www.jetbrains.com/help/pycharm/debugging-your-first-python-application.html#where-is-the-problem



Valgrind Dynamic Analysis Library

7 https://valgrind.org/



Summary
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• Linters are cheap, fast, but imprecise analysis tools 
• Can be used for purposes other than bug detection (e.g., 
style)  

• Conservative analyzers can demonstrate the absence of 
particular defects  
• At the cost of false positives due to necessary 
approximations  
• Inevitable trade-off between false positives and false 
negatives  

• The best QA strategy involves multiple analysis and testing 
techniques  
• The exact set of tools and techniques depends on context 



A Software Engineer’s Guide to LLMs
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Learning Goals
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• What is an LLM?  

• Is an LLM the right solution for your problem?  

• Building a basic LLM integration  

• Evaluation Strategies  

• Techniques to improve performance  

• Productionizing an LLM application 



Today’s Running Example: Unit Test Generation
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Today’s Running Example: Unit Test Generation
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What even is an LLM?
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Large Language Models
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• Language Modeling: Measure probability of a sequence of words  

• Input: Text sequence  

• Output: Most likely next word  

• LLMs are... large  

• GPT-3 has 175B parameters  

• GPT-4 is estimated to have ~1.24 Trillion  

• Pre-trained with up to a PB of Internet text data  

• Massive financial and environmental cost 

*Not actual size



Large Language Models are Pre-trained
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• Only a few people have resources to train LLMs  

• Access through API calls  

• OpenAI, Google Vertex AI, Anthropic, Hugging Face  

• We will treat it as a black box that can make errors! 



LLMs are Far from Perfect
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• Hallucinations 
• Factually Incorrect Output  

• High Latency  
• Output words generated one at a 
time  
• Larger models also tend to be 
slower  

• Output format  
• Hard to structure output (e.g. 
extracting date from text)  
• Some workarounds for this (later) 



Is an LLM Right for your Problem?
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Which Problem should be Solved by an LLLM?
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• Type checking Java code  

• Grading mathematical proofs  

• Answering emergency medical questions  

• Unit test generation for NodeBB devs 



Consider Other Options!
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• Alternative Solutions: Are there alternative solutions to 
your task that deterministically yield better results? Eg: 
Type checking Java code  

• Error Probability: How often do we expect the LLM to 
correctly solve an instance of your problem? This will 
change over time. Eg: Grading mathematical proofs  

• Risk tolerance: What’s the cost associated with making a 
mistake? Eg: Answering emergency medical questions  

• Risk mitigation strategies: Are there ways to verify 
outputs and/or minimize the cost of errors? Eg: Unit test 
generation



Practical Factors to Consider
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• Operational Costs 

• Latency/speed 

• Intellectual property 

• Security 


